cecee o

MANUAL ON CONFIGURATION OF INTERNER

cecee EXPLORER
Use the Manual if you cannot log in to ING BusinessOnLine on Internet Explorer with the use of
eToken/card.
STEP 1
Plug eToken/card into USB port and run SmartCardToolboxING program — click the program icon on
your pulpit:

or run the program from the Start menu (standard access path is as follows: Start > All programs >
Comarch SmartCard > SmartCardToolboxING ).

“ | PI All Programs l . Comarch SmartCard

| B SmartCardToolboxNG

STEP 2
In the program, right-click on Certificate and select option Show .

2 SmartCard ToolBox == X
Card Certificate  Help

Cromepsses | poncertcae [l

s Gemplus USB Key Smart Card Reader || Feature Value
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=8 = Certificate
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In the bookmark General you will see who the certificate was issued to and you will check its validity.

§# Certificate =

General Details Certification Path

Lm_ Certificate Information

Windows does not have enough information to verify
this certificate.

Issued to:

Issued by: ING BusinessOnlLine CA

valid from 06,10, 2015 to 06.04.2017 |

Install Certificate. .. | | Issuer Statement

oK

» If the certificate is valid, check if the date set in the computer is correct. If not, set it right.

» If the certificate expired, use the manual available on www.ingbusinessonline.pl or call ING
Business Centre on 32 357 00 24 or 801 242 242.

STEP 3

If the certificate is valid and the date on the computer is correct, right-click again on Certificate and
select Register certificate:

24 SmartCard ToolBox = b
Card Certificate  Help
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If the registration succeeded, you will get a message:

Toolbox 4

o Certificate was registered successfully

[ ok

Click OK and close ING SmartCard ToolBox program.

STEP 4

Start Internet Explorer on www.ingbusinessonline.pl. Check if you see £ the compatibility mode icon in
the address bar.

Compatibility mode may block the log in, because it means: disable showing the bank web page in the
compatibility mode with the older web browsers. You can disable the compatibility mode:

* by clicking the icon £4 next to the web page address bar
e orgoto Tools of the browser and select Compatibility View Settings:

Print H
File b
Zoom (100%)

Safety b
Add site to Apps

View downloads Ctrl+J

Manage add-ons
F12 Developer Tools

Go to pinned sites

Internet options

About Internet Explorer




Next, from the list of web pages displayed in compatibility view select ingbank.pl and/or
ingbusinessonline.pl and click Remove

Compatibility View Settings P

E‘)- Change Compatibility View Settings

Add this website:
[ | Add

Ylebsitss vou've added fo Compatbilty View :
ingbank.pl Remove
inghusinessanline. pl 4

[] Display intranet sites in Compatibility View
Use Microsoft compatibility lists
Learn more by reading the Internet Explorer privacy statement

Close

STEP 5
Try to log into ING BusinessOnLine. If you get a message that you need to install a component, allow it
to be installed by clicking OK.

To install the component, administrator rights for the browser will be required.

= from webpage

The electrenic signature generation component (plug-in) has not been
installed. Do you want the component to be installed?

ok ||| cancel

STEP 6
If you have administrator rights ~ on the browser, click OK in the next window.

T—

Mote: If your search engine does not allow the component to be |
! installed (of which you are informed by the yellow bar at the top of the

search engine window), please click on "Change the options..." on the

bar, and then "&Allow" {in the "Authorized windows - software

installation” window).

After the component has been installed, you must close all the |
windows in your search engine and restart it.

Notice: In order to install the component, you need to have the
authority of a local administrator on this computer.

oK




STEP 7

If you do not see a yellow bar in the upper part of the browser it means that the browser is
not working on administrator rights . If you have administrator rights, close the browser,
right-click the icon Internet Explorer on the desktop and select Run as Administrator

Cpen file location
—ldpen newcwindow
@ Run as administrator h
Uninstall

Pinto Start

You may be asked to enter administrator password or to confirm that you want to run the
browser as an administrator.

If you see a yellow bar “This website wants to install the following add-on ;
‘SignActivXing.cab’ from ING Bank Slaski S.A.” in the upper part of the browser, click
Install to continue.

This website wants to install the following add-on: ‘SignActiviing.cab’ from 'ING Bank Slaski S.A.".  What's the risk? Install *

Confirm once again that you want to add the SignActivXing.cab to your software by clicking
Install .

h Internet Explorer - Security Warring -4

Do you want to install this software?

MName: SignActiviIng.cab
Publisher: ING Bank Slaski S.A.

(®) Always install software from "ING Bank Slaski 5.4."
() Never install software from "ING Bank Slaski 5.4."

() sk me every time

2 | Fewer options Install | Dor't Install

[ | While files from the Internet can be useful, this file type can potentially harm
N your computer. Only install software from publishers you trust, What's the risk?

SignActiveXIng.cab component will be added tothe b rowser .

STEP 8
After component installation, close the browser and restartit . Log in to ING BusinessOnLine on

www.ingbusinessonline.pl.

If you still cannot log in, go to the next steps of the Manual.



STEP 9

In the top bar of the menu of Internet Explorer select the icon Tools and click on Internet options

Print ¥
File »
Zoom (100%%)

Safety »
Add site to Apps

View downloads Ctrl+)

Manage add-ons

F12 Developer Tools

Go to pinned sites
Compatibility View settings

About Internet Explorer

 In the General tab, delete temporary files — click on Delete

Semn'ty Privacy Content Connmections Programs = Advanced
[

Home ge
@ To create home page tabs, type each address onits own line.
u
i http://go.microsoft.com/fwlink/7Linkld=69157

Startup
() Start with tabs from the last session
(®) Start with home page

Tabs x
Change how webpages are displayed in tabs, Tabs

Browsing history

Delete temparary files, history, cockies, saved passwords, and web
form information,

[[]Delete browsing history on exit

| peete.. || setings

Appearance

Colors. || Languages || Fonts || Accessibility

[oc 71 canca | [ sty




* In the window Delete Browsing History select: Temporary Internet files and website files,
Cookies and website data and History and confirm it with Delete

[] Preserve Favorites website data
Keep cookies and temporary Internet files that enable your favorite
webgites to retain preferences and display faster.

T y Int: t files and website files
OPIES 0T Webpages, Images, and media that are saved for faster
viewing.

I Cookies and website data !
r computer by websites to save

preferences or improve website performance.

istory
st of websites you have visited.

[] pownload History
List of files you have downloaded.

[ Form data
Saved information that you have typed into forms,

[] passwords
Saved passwords that are automatically filled in when you sign in
to & website you've previously visited,

[] Tracking Protection, ActiveX Filtering and Do Not Track
A list of websites exduded from filtering, data used by Tracking
Protection to detect where sites might automatically be sharing details
about your visit, and exceptions to Do Mot Track requests,

About deleting browsing history Delete N Cancel

| General Security Privacy Content Connections Program-

| Settings !

|| Accelerated graphics ~
[] Use software rendering instead of GPU rendering™
@ Accessibility
[ Always expand ALT text for images
[] Enable Caret Browsing for new windows and tabs |
[ Move system caret with focus/selection changes
[ Play system sounds
[ reset text size to medium for new windows and tabs
[] Reset zoom level for new windows and tabs
_"! Browsing
[ Always record developer console messages
[ close unused folders in History and Favorites™
Disable script debugging {Internet Explorer)
[] Disable script debuaging (Other) "
£ >

*Takes effect after you restart your computer

I| Restore advanced settings “
L

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition, Reget...

‘You should only use this if your browser is in an unusable state.



* In the Content bookmark, select Clear SLL state

Internet

General  Security Pr'lval:y-onnecﬁons Programs  Advanced

Certificates
Uise certificates for encrypted connections and identification.

Clear S5L state Certificates. | [ Publishers ]

E

AutoComplete

=& AutoComplete stores previous entries l Settings J
a on webpages and suggests matches =
for you,

Feeds and Web Slices
@ Feeds and Web Slices provide updated [ Settings ]
7| content from websites that can be LS
read in Internet Explorer and other
programs.

Apply

* In the Security bookmark, click Trusted web sites

Internet

General Privacy Content Connections Programs Advanced

Select a zone to view or change security settings.

@ ¢ /|0

Internet  Localintranet | Trusted sites | Restricted
T sites
ny

Internet

0 This zone is for Internet websites, ==

except those listed in trusted and
restricted zones,

Security level for this zone
Allowed levels for this zone: Medium to High
Medium-high
- Appropriate for most websites
=] - Prompts before downloading potentially unsafe
content
- Unsigned ActiveX controls will not be downloaded

Enable Protected Mode (requires restarting Internet Explorer)
| Custom level... Default level

Besetall zones 1o default level

[ ok |[ concd | [T

Enter the web site https://login.ingbusinessonline.pl and click on Add. Close the window.




Trusted sites s

You can add and remove websites from this zone. All websites in
this zone will use the zone's security settings,

Add this website to the zone:
|https:f,-flogin.ingbusinessonrine.pl | L Add |

Remowve

Require server verification (https:) for all sites in this zone

STEP 10

After the change of Internet Options, close the browser, restartit and log in to the ING
BusinessOnLine system.

Should you have any questions, contact ING Business Centre:
o calluson 3235700 24 or 801 242 242
* send us an a-mail on bc@ingbank.pl
Our Call Centre is available from Monday to Friday from 8:00 to 18:00.




